I[TAMATKA
«Kak He cTaTh KepTBOM NPH OCYyHIECTBICHNH (PMHAHCOBBIX
onepauuii B cetu UHTepHET

Yo cerogHst MOXET OBbITh MPOILE, YEM KyITUTh B MHTEPHETE NOHPABUBILINKCS TOBap?
CoBepuIUTh Takylo MOKYIKY MOXET Jake PEOCHOK WM IOJb30BaTellb, HE BIIOJHE
YBEPEHHO BJIAACIOLINI HABBIKAMHU pa0OThI C NEPCOHATBLHBIM KOMIIBIOTEPOM. DTOT MPOLIECC
OOyCJIOBJIEH T€M, YTO OOJIBIIMHCTBO JIFOJICH CETOJHs BCE Yallle UCTBITHIBAET JAE(UIIUT
CBOOOJTHOTO BPEMEHU W TPATUTh €r0 Ha MOXOJbI M0 MarasuHaM, OCOOEHHO B MOHCKaX
OOBIYHBIX TOBAPOB, CTAJIO JJII MHOTHUX HEJOCTYIHOW pOCKOIIbio. KpoMe 3TOro, Kynurhb
WM TIPOJIaTh TOBap B ceT MHTepHET cTano oueHb MpOoCcTo Oyiarogaps OrpOMHOMY YUCITY
TOProOBbIX IUIOMIAIOK, KOTOPBIE JE€JAl0T A3TOT MPOLECC MAKCUMAIbHO OBICTPBIM U
yAOOHBIM, MPEIOCTaBisAsI BO3MOXKHOCTh OIUIAThl C MCHOJIb30BAaHUEM OaHKOBCKUX
IUJIATEXKHBIX KapT U JOCTaBKU TOBapa B JIFOOOM yrojloK MUpa.

HauboJsiee pacnpocTpaHeHbl COCO0bI COBEPIICHUA NMPECTYMJICHU I

1. «IIpenoniara» (0OMaH NMpoaaBIA)

CyTp gaHHOTO crioco0a 3aKJIIYaeTcsi B TOM, YTO 3JIOYMBIIUICHHUK BBICTYMAcT B
posn mokynarens. Ha ofHOW M3 MHTEPHET-IUIOMIAJOK C OOBSBICHUSMU OH HAXOJUT
Mpo/iaBlia U KOMUPYET €ro KOHTAaKTHBIE JaHHbIe. [locie uero uier ero B MecceHpKepax
(commanbHBIX CETAX), MPEACTABIISAACH IOKyNaTeaeM. B Xo/1e mepenucku, 310yMBIIUICHHUK
COOOIIIaeT, YTO TOBAp €My IMOHPABUIICS U OH XOYET €ro MpUOOPECTU B CBS3U C YEM YXKE
SAKOOBI COBEPIIUJ MPEIOTUIATy (3a4acTYI0 BBICHUIAETCS CKPUHIIOT AJIEKTPOHHOTO KapT-
YeKa 0 IePeUnCIeHnH cpeacTB). st TOro, 4TOOBI MONYYUTh JaHHBIE CPECTBA MPOJIABITY
BBICBUIAIOT CCBHUIKY Ha MOAJACIbHYH CTPAaHMIy (OHA BBIMVISLAUT KaK OAWH W3 pa3eoB
OopUIMAIIBHOTO CalTa WHTEPHET-TUIOMIAIKA WM OaHKOBCKOTO YUYPEXKIEHUs), TJe
MPO/IaBIly HY>KHO BBECTU HOMEP CBOEH KapThl, UMS JiepxKaTens, cpok aeiictus, CVV-kon
yKa3aHHBIH Ha 00OPOTHOM CTOpoHE KapThl (MH(pOpMaIimio, coxepkamryiocs B CMC-
COOOIIEHNH, MOCTYIMBIIEM K3 OaHKa, JUIS TMOATBEPIKACHHUS MOJYYCHHUS IMPEAOILIaThI).
[Tocne monydeHuss KOH(MUICHIMAIBHBIX CBEJACHUMN, 3JTOYMBIIUICHHUK COBEPIIAET
XUIIEHUE CPEJICTB.

2. «/loctaBka» (00MaH moKynaTeJst)

3II0yMBIIIUICHHUK pa3MEIIaeT OOBSABJICHUE HA WHTEPHET-IUIOMIAJIKE O MpOoAaxKe
TOBapa IO KpaiHe BbIrOAHOM 1eHe. [locie Toro, kak MOTEHIMANIbHBIN MOKYyIaTelb
HAYMHAET BECTH ITEPENHCKY BO BHYTPEHHEM 4YaTe IUIOMIAJKH, 3JIOYMBIIUICHHUK 0]
Pa3IMUYHBIMM TIPEJIOTaMu YOEXKJIaeT ero MPOJOJDKUTH OOIIEHHE B MECCEHIKEpE WIIH
coruaibHOM cetu. Bo BpeMs oOIeHHs] MOIIEHHUK YrOBAapHWBAaEeT MOKYIATENsl BHECTH
npeaoriaTy uWin O(QOpMHUTH JOCTaBKy, W UYTOOBI pa3BeATh COMHEHHUS TOKYyIaTels,
coo0miaeT o SIKOOBI HOBOW yCiIyre yAep)KaHusl (XOJIUPOBAHUS) CPEICTB, KOTOpas
MOSIBWJIACh HA TOPTOBOM IUIOIIAJKE, T.C., €CJIU JIOCTaBKa HE MPOU30UIET, TO TOProBas
IJIOIIA/IKA aBTOMATUYECKHM BEPHET cpelacTBa Ha Kkapty. [lpu 3ToM moKymaresnto
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BBICBUIAETCS CChUIKA Ha MOJJICNIbHYIO CTpaHUIly, KOTOpas UMUTHPYET O(UIMATbHYIO
CTpaHMIy TOPrOBOM IUIOIIAIKH WM MHTEPHET-OaHKWHTA, TNI€ HYKHO BBECTH JaHHBIC
KapThI (J1ajiee OCYUIECTBISIOTCS ACUCTBUA M0 cXeMe OOMaHa MpoAaBIia).

3. Ucnosib30BaHMe COIUAIBHBIX ceTel

OcylmecTBUB HECAHKIMOHHPOBAHHBIM JIOCTYIl K TME€PCOHAJIBHBIM AaKKayHTaM
nojib3oBaTeNnsi ceTh HHTEpHET, 3J0YMBIIUICHHUK PacChlIa€T BCEM BUPTYalIbHbIM
«JIPy3bsIM» NOTEPHIEBIIETO MPOCHOY MO/ PA3IMUHBIMU MPEIIOraMu COOOIIUTH PEKBU3UTHI
OaHKOBCKOW TUIATEXXHOM KapThl. ITO MOXET ObITh €€ (POTO WM MPOCTO HOMEP, CPOK
JEUCTBUSI U WHBIE PEKBU3UTHI, NMPU ITOM, XOTh B OOJBIIMHCTBE CBOEM IIKOJbHUKHU
OAHKOBCKHUX KapT HE UMEIOT, HO JKeJlas IOMOYb «JIPYTy» OY€Hb YaCTO MUCIOJIb3YIOT KapThI
CBOMX POJICTBEHHHUKOB U Jipy3ei. [lopoii mpecTymHUKHU POCIT IPOCTO HOMEP MOOMIBHOTO
TenedoHa U MO0 THITAIOTCS MOXUTUTH CO cyeTa TelnedoHa NEHBIU WIHM HA000pOT
UCIIOJB3YIOT €ro Kak MPOMEXKYTOYHOE 3BEHO, HANPaBJIsAsl Ha 3TOT CYET Uy HUE JCHBIH,
NEePEBO/JIA UX 3aTEM JaJbIIIE, YTOOBI 3allyTaTh CBOM CJI/Ibl (TPAKTUYECKHU BO BCEX CIIydasx
XUIIEHUSI JCHEXKHBIX CPEACTB CO CUETOB MOOMJIBHBIX Tele(hOHOB MOTEPIEBIINE €IIIE
COOOIIAJIM TPECTYMHUKY MEPCOHANIBHBIE KOJIbl, MPUXOIAIINE B BUAE CMC-COOOIICHUN Ha
TenedoH).

4. 3BOHOK 0T «IPpeACcTABUTE/sD> 0aHKAa C MPOCb0OH CPOYHO NPEI0CTABUTH
He00X0AuMY10 HH(POpPMAIIHIO

[IpecTynHUKM OT HWMEHHM COTPYIHHUKOB OaHKa COOOIIAIOT, YTO HEOOXOAMMO
OCYILIECTBUTh KaKue-Tu00 JACHCTBUS ¢ OAHKOBCKOM IUIATEKHOW KApTOW, TaK KaK KTO-TO
MO0 TBITACTCS MOXUTHUTh C HEE JEHEXKHbIC CPEACTBA, JUO0 ODOPMIIIET KPEIAUT WU
MPOU3BOJIUT TMOJIO3PUTENIBHYIO OIuIaTy. [l MacKUpPOBKH MPECTYNMHUKU HCIOJIb3YIOT
(GYHKIUIO «ITOAMEHBI HOMEpa», KakK CJIEJCTBHUE Yy MOTEPIEBIIECTO HA AKPaHE MOOUIIBHOTO
TernedoHa MOXKET OTOOpaKaThCs COBEPIICHHO 000N aOOHEHTCKUN HoMep TenedoHa,
3aJIaHHBIN 3JTIOYMBIIIJICHHUKOM. JTO MOTYT OBITh HOMEpAa OAaHKOBCKUX YUPEKICHUM WU
WHBIX a0OHEHTOB, KOTOPBHIE HA CaMOM JieJie HUKOMY 3BOHKH HE OCYIIECTBISIOT, a cam
3BOHOK 1O CBOMM BHEIIHUM TMpH3HAKaM HUYEM HE OyAeT moao3puTeiabHbIM. [lomyunB
HEOOXOIMMYI0 HH(POPMAIIUI0 O PEKBU3UTAX KapThl, MPECTYMHUKH OCYIIECTBISIOT
XUIIECHUE.

JIJ1s1 TOr0, YTOOBI HE CTATH KEPTBOM KMOEPNPEeCTYNNHUKOB, COBEPIIasi CeJIKH B
cetu UHTEpHET Ciaenyer:
- BECTH OOIIEHUE C MOKynareiasiMu (MpoAaBllaMH) TOJIBKO BO BHYTPEHHEM 4YaTe
TOPrOBOM IUIOMIAJKK (3a4acTyl0 TOProOBbI€ IUIOMIAAKUA OJOKUPYIOT BO3MOXHOCTH
nepexo/ia Ha Mo/1IeNIbHbIE PECYPCHI);
- Bellsl OOIIEHHE C TOJIh30BATEIEM CTOUT MEPEUTH K €ro npoduiro U oOpaTuth
BHMMaHUE Ha JIaTy CO37aHus (€CIM OH CO3/JaH HECKOJbKO JHEH Ha3ajl, TO 3TO JOJKHO
BBI3BATH JIOMOJIHUTEIbHYIO HACTOPOKEHHOCTH);
- OYCHh BHUMATEJIBHO OTHOCHUTCS K JIFOOOMY CJydaro, KOTJa HEOOXOJIUMO BBECTH
JTAHHBIE KapThl WM WH()OpMAINIO, MPEIOCTABICHHYI0 OaHKOM (CMC-KOJ, JIOTMH WA
napoJib OT MHTEepHET-0aHKuHra). CaMblil HaJIEKHBIN CIIOCO0 yOepeub CBOU CPEACTBA — 3TO
HUKOMY HE COOOIIaTh PEKBU3UTHI CBOEH KaAPTHI;
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- YTOUYHUTh y cOOECeHUKAa HOMEp TeliepoHa €CIM OH HE YKa3aH B OOBSBJICHUH, a
MOTOM IO3BOHUTE HA 3TOT HOMEpP, YTOOBI YOEAUTHCS, YTO OH peajeH U MPUHAITICKHUT
UMEHHO TIOJIb30BATEI0, C KOTOPHIM BBl COBEpIIACTe CIEIKYy (O04YEeHb YacTo
3MIOYMBIIUICHHUKA ~ UCIIOJNB3YIOT HOMepa TeleoHOB, B3SThIE B  apeHay Ha
HEIPOI0JKUTENIbHOE BpeMs U (PU3UYECKOTo T0CTyNa K HEMY, HE UMEIOT);

- UCIIOJIb30BaTh OTACIbHYI0 0AHKOBCKYIO KapTy JJIsl OCYIIECTBICHUS MOKYIIOK B CETH
NHTepHeT, Ha KOTOPOU HE XPAHSTCS JICHEKHBIE CPEJCTBA U HA KOTOPYIO HE MOCTYMAaeT
pEryJIpHBINA T0X0/1 B BUJIE 3apaO0THOM IJIAThl, CTUIICHIUY VI TIEHCUH,

- u3beratb  mepexoja MO  HEHU3BECTHBIM  MHTEPHET-CChUIKAM,  KOTOpPHIC
NPEJIOCTABIAIOTCS B XOJ€ IMEPENUCKH SKOObI JJIs TOJYy4YEeHHS TMPEeAOIUIaThl WM
oopMIICHUS TOCTABKHU.

- eci Brl Bee ke mepenuin 1o noi00H0M CChUTKE U BUUTE YBEAOMIIEHUE O TOM, YTO
B CHUCTEME UMEETCSl JCHEKHBIM TMEepeBOJ U JJIsi €ro IMOJy4eHUs HEOOXOJMMO BBECTHU
JlaHHbIe OAHKOBCKOM IUIATEKHOW KapThl, HU MPHU KAKUX OOCTOSATEIbCTBAX HE BBOJUTE
3anpalirBaeMble CBEJCHUSI, TAK KaK 3TO MPSIMON IMyTh K yTpaTe COOCTBEHHBIX CPEACTB.

- ecnu Bbl Bce ke BBEJIM JTaHHBIE CBOEM OaHKOBCKOM KapThl HA MOJIJIEILHOM pecypce
WM COOOIIMIIA UX TTOCTOPOHHEMY JIMILY, HEOOXOIMMO B CPOYHOM MOPSIAKE MPOU3BECTH
OJIOKUPOBKY KapThl, IO3BOHUB B OaHK JIMOO CaMOCTOSITEIFHO B MHTEPHET-OAHKHUHTE.

- eciau Bam mocTynui 3BOHOK M3 «0aHKa» HHU MPU KaKUX OOCTOSITEIHCTBAX,
HUKOMY M HHUKOT/Ja He cooOmaite uHpopmaiuioo o cede WiIh CBOel OaHKOBCKOM
niaTexHou kapte. Eciiu Bam OyaeT 3BOHUTH HACTOSIIITUN COTPYAHUK OaHKA, TO OH TOYHO
OyneT 3HaTh, KAK MUHUMYM HoMep Baiiell 0aHKOBCKOM IJIaTEXHOM KapThl U HUKOT 1A HE
CHPOCUT KOHPUACHIIMATbHYIO HH(DOPMALIKIO B TEIEPOHHOM PEKUME.

- YTOYHUTE C K€M HMEHHO BbI 00Imaerech, Mmocie 4Yero MOJOXKHUTE TPYOKy H
Nepe3BOHUTE Ha HOMED TeseoHa, KOTOphIi oToOpaxkaics y Bac Ha skpaHe (B 3TOM ciiydae
BbI CBSDKHTECH UMEHHO C TeM a0OHEHTOM, KOTOPOMY MPUHAIJICKUT yKa3aHHBIN HOMED, a
HE CO 3JIOYMBIIUJIEHHUKAMH, KOTOPBIE €ro HKCHOJIb30BAIM C LEIbI0 CKPBITh CBOU
HACTOSIIINI HOMEP) U YTOYHUTE CYyTh BO3HUKIIIEH MPOOIEMBI.

- eclu ke Ha Bac oka3bIBaeTCs MCUXOJOTMYECKOE JABJIICHUE YTPO3aMHu, UTO uepes
HECKOJIbKO CeKyH]1 Bbl noHecetre puHaHCOBBIE MOTEPH, KTO-TO ohopMuUt Ha Bac kpeaut
uim 4tro ecau Bbel He coobmure Tpedyemyro wuHGOpMaAILHMIO, TO KapTy BOOOIIE
3a0JIOKUPYIOT, HE BOJHYWTECh, ATO OOBIYHAS YJIOBKAa MPECTYMHUKOB, TJIABHAS IIEJb
KOTOPBIX BBeCTH Bac B cOCTOSIHME HEYBEPEHHOCTH U CTpaxa MOTEPSATh COSPEKeHUSI.



